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Lab Exercise – UDP   
 
Objective 
To look at the details of UDP (User Datagram Protocol). UDP is a transport protocol used throughout the 
Internet as an alternative to TCP when reliability is not required. It is covered in §6.4 of your text. Re-
view that section before doing this lab. 

Requirements 
Wireshark: This lab uses the Wireshark software tool to capture and examine a packet trace. A packet 
trace is a record of traffic at a location on the network, as if a snapshot was taken of all the bits that 
passed across a particular wire.  The packet trace records a timestamp for each packet, along with the 
bits that make up the packet, from the lower-layer headers to the higher-layer contents. Wireshark runs 
on most operating systems, including Windows, Mac and Linux. It provides a graphical UI that shows the 
sequence of packets and the meaning of the bits when interpreted as protocol headers and data. It col-
or-codes packets by their type, and has various ways to filter and analyze packets to let you investigate 
the behavior of network protocols. Wireshark is widely used to troubleshoot networks. You can down-
load it from www.wireshark.org if it is not already installed on your computer. We highly recommend 
that you watch the short, 5 minute video “Introduction to Wireshark” that is on the site.   

ifconfig / ipconfig: This lab uses the “ipconfig” (Windows) or “ifconfig” (Mac/Linux) command-
line utility to inspect the state of your computer’s network interface. ifconfig/ipconfig is in-
stalled as part of the operating system on Windows, Linux, and Mac computers. 

Browser: This lab uses a web browser to find or fetch pages as a workload. Any web browser will do.  

Step 1: Capture a Trace 
There are many ways to cause your computer to send and receive UDP messages since UDP is widely 
used as a transport protocol. The easiest options are to: 

• Do nothing but wait for a while. UDP is used for many “system protocols” that typically run in 
the background and produce small amounts of traffic, e.g., DHCP for IP address assignment and 
NTP for time synchronization. 

• Use your browser to visit sites. UDP is used by DNS for resolving domain names to IP addresses, 
so visiting fresh sites will cause DNS traffic to be sent. Be careful not to visit unsafe sites; pick 
recommended sites or sites you know about but have not visited recently. Simply browsing the 
web is likely to cause a steady stream of DNS traffic. 

• Start up a voice-over-IP call with your favorite client. UDP is used by RTP, which is the protocol 
commonly used to carry media samples in a voice or video call over the Internet.  

Proceed as follows to capture a trace of UDP traffic; alternatively, you may use a supplied trace:  

1. Launch Wireshark and start a capture with a filter of “udp“. Your capture window should be 
similar to the one pictured below, other than our highlighting. Select the interface from which to 

http://www.wireshark.org/�
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capture as the main wired or wireless interface used by your computer to connect to the Inter-
net. If unsure, guess and revisit this step later if your capture is not successful. Uncheck “capture 
packets in promiscuous mode”. This mode is useful to overhear packets sent to/from other 
computers on broadcast networks. We only want to record packets sent to/from your comput-
er. Leave other options at their default values.  The capture filter, if present, is used to prevent 
the capture of other traffic your computer may send or receive. On Wireshark 1.8, the capture 
filter box is present directly on the options screen, but on Wireshark 1.9, you set a capture filter 
by double-clicking on the interface.  

 

Figure 1: Setting up the capture options 

2. When the capture is started, perform some activities that will generate UDP traffic. We de-
scribed several options above, e.g., browse the web or start a short VoIP call. 

3. Wait a little while (say 60 seconds) after you have stopped your activity to also observe any 
background UDP traffic. It is likely that you will observe a trickle of UDP traffic because system 
activity often uses UDP to communicate. We want to see some of this activity. 



CN5E Labs (1.0) © 2012 D. Wetherall 3 
 

4.  Use the Wireshark menus or buttons to stop the capture. You should now have a trace with pos-
sibly many UDP packets. Our example is shown below.   We have selected a packet and expand-
ed the detail of the UDP header. 

 

Figure 2: Trace of UDP traffic showing the details of the UDP header 

Step 2: Inspect the Trace 
Different computers are likely to capture different kinds of UDP traffic depending on the network setup 
and local activity. Observe that the protocol column is likely to show multiple protocols, none of which is 
UDP. This is because the listed protocol is an application protocol layered on top of UDP. Wireshark 
gives the name of the application protocol, not the (UDP) transport protocol unless Wireshark cannot 
determine the application protocol. However, even if the packets are listed as an application protocol, 
they will have a UDP protocol header for us to study, following the IP and lower-layer protocol headers.  

Select different packets in the trace (in the top panel) and browse the expanded UDP header (in the mid-
dle panel). You will see that it contains the following fields: 

• Source Port, the port from which the UDP message is sent. It is given as a number and possibly a 
text name; names are given to port values that are registered for use with a specific application. 
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• Destination Port. This is the port number and possibly name to which the UDP message is des-
tined. Ports are the only form of addressing in UDP. There computer is identified using the IP 
address in the lower IP layer. 

• Length. The length of the UDP message. 
• Checksum. A checksum over the message that is used to validate its contents. Is your checksum 

carrying 0 and flagged as incorrect for UDP messages sent from your computer? On some com-
puters, the operating system software leaves the checksum blank (zero) for the NIC to compute 
and fill in as the packet is sent. This is called protocol offloading. It happens after Wireshark sees 
the packet, which causes Wireshark to believe that the checksum is wrong and flag it with a dif-
ferent color to signal a problem. You can remove these false errors if they are occurring by tell-
ing Wireshark not to validate the checksums. Select “Preferences” from the Wireshark menus 
and expand the “Protocols” area. Look under the list until you come to UDP. Uncheck “Validate 
checksum if possible”.  

That is it.  The UDP header has different values for different messages, but as you can see, it is short and 
sweet. The remainder of the message is the UDP payload that is normally identified the higher-layer pro-
tocol that it carries, e.g., DNS, or RTP.  

Step 3: UDP Message Structure 
To check your understanding of UDP, sketch a figure of the UDP message structure as you observed. It 
should show the position of the IP header, UDP header, and UDP payload. Within the UDP header, show 
the position and size of each UDP field you can observe using Wireshark. Your figure can simply show the 
message as a long, thin rectangle. 

Try not to look at the figure of a UDP segment in your text; check it afterwards to note and investigate 
any differences. To work out sizes, observe that when you click on a protocol block in the middle panel 
(the block itself, not the “+” expander) then Wireshark will highlight the bytes it corresponds to in the 
packet in the lower panel and display the length at the bottom of the window.  

By looking at the details of the UDP messages in your trace, answer these questions: 

1. What does the Length field include? The UDP payload, UDP payload and UDP header, or UDP 
payload, UDP header, and lower layer headers? 

2. How long in bits is the UDP checksum? 
3. How long in bytes is the entire UDP header?  

Turn-in: Hand in your drawing of a UDP message and the answers to the questions above. 

Step 4: UDP Usage 
To complete our understanding of UDP, we will look at how UDP is used in practice as a transport by ap-
plications. Beginning with IP, the next lower protocol layer, there are several issues we can consider. A 
first issue is how IP knows that the next higher protocol layer is UDP. The answer is that there is a Proto-
col field in the IP header that contains this information.  

1. Give the value of the IP Protocol field that identifies the upper layer protocol as UDP.  



CN5E Labs (1.0) © 2012 D. Wetherall 5 
 

A second issue is how UDP messages are typically addressed at the IP layer. You might be surprised to 
find UDP messages in your trace that neither come from your computer or are sent only to your com-
puter. You can see this by sorting on the Source and Destination columns. The source and destinations 
will be domain names, if Network layer name resolution is turned, and otherwise IP addresses. (You can 
toggle this setting using the View menu and selecting Name resolution.) You can find out the IP address 
of your computer using the “ipconfig” command (Windows) or “ifconfig” command (Mac/Linux). 
Simply type this command into a terminal window and look for the IPv4 address of the main interface. 
We have given examples below. 

 

Figure 3: Finding the computer’s IP address (Windows) 
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Figure 4: Finding the computer’s IP address (Mac) 

The reason you may find UDP messages without your computer’s IP address as either the source or des-
tination IP address is that UDP is widely used as part of system protocols. These protocols often send 
messages to all local computers who are interested in them using broadcast and multicast addresses. In 
our traces, we find DNS (the domain name system), MDNS (DNS traffic that uses IP multicast), NTP (for 
time synchronization), NBNS (NetBIOS traffic), DHCP (for IP address assignment), SSDP (a service discov-
ery protocol), STUN (a NAT traversal protocol), RTP (for carrying audio and video samples), and more. 
Your trace may have other protocols you have not heard about; it is OK, as there are a lot of protocols 
out there. You can look them up on the web for fun. 

2. Examine the UDP messages and give the destination IP addresses that are used when your com-
puter is neither the source IP address nor the destination IP address. (If you have only your com-
puter as the source or destination IP address then you may use the supplied trace.) 

Finally, let us look at the lengths of typical UDP messages. We know that UDP messages can be as large 
as roughly 64Kbytes. But as you browse you should see that most UDP messages are much shorter than 
this maximum, so that UDP messages fit in a single packet.  

3. What is the typical size of UDP messages in your trace? 

Turn-in: Hand in your answers to the questions above. 

Explore on your own 
We encourage you to keep exploring on your own, but there is not much more to UDP. Instead, you 
might examine the traffic of UDP-based applications to look at packet sizes and loss rates. Voice-over-IP 
and its companion protocols like RTP (Real-Time Protocol) are good candidates. Similarly, you might ex-
plore streaming and real-time applications to see which use UDP and which use TCP as a transport. 
 
 [END] 
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